ELEVEN ESSENTIALS

Phishing Policy

Effective Date: May 1, 2025
Business Name: Eleven Essentials DBA Anias Closet LLC
Website: www.11essentials.com

1. OVERVIEW

Eleven Essentials is committed to protecting our customers, partners, and business from
online threats such as phishing and identity theft. This Phishing Policy outlines our
approach to identifying, reporting, and addressing phishing attempts to ensure your
personal and financial information is safe.

2. WHAT IS PHISHING?

Phishing is a type of cybercrime where attackers impersonate legitimate businesses or
individuals to trick users into providing sensitive information such as passwords, credit
card numbers, or login credentials—usually via email, fake websites, SMS, or social media.

3. HOW TO IDENTIFY PHISHING
Phishing attempts often include:

e Suspicious emails claiming to be from Eleven Essentials or Anias Closet requesting
personal or payment information.

e Messages urging you to click on unfamiliar links or download attachments.

e Spoofed websites mimicking our official domain but with unusual URLs (e.g.,
T11essentials.shop instead of 11essentials.com).

Official Communications from Us Will:
¢ Always come from our verified email domain: @11essentials.com
¢ Never ask you for your password or payment details via email.

e Directyou only to our secure, official site: www.11essentials.com


http://www.11essentials.com/
http://www.11essentials.com/
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4. REPORTING PHISHING

If you suspect you’ve received a phishing email or message impersonating Eleven
Essentials or Anias Closet:

@ Forward the email to: ayesha@11essentials.com
rex Take screenshots of any suspicious messages or websites

© Do not click on any links or download attachments

We investigate all reports and may work with cybersecurity authorities to address threats.

5. WHAT WE DO TO PROTECT YOU
e Ourwebsite uses SSL encryption for secure transactions.
e We monitor for fraudulent use of our brand online.
e We educate our customers about potential phishing risks.

e We never store your payment information on our servers.

6. IFYOU THINK YOU’VE BEEN PHISHED
e Change your passwords immediately on affected accounts.
« Contactyour bank or credit card provider if you’ve shared financial details.
¢ Run avirus/malware scan on your device.

¢ Contact us so we can assist and prevent others from being targeted.

7. STAY VIGILANT
e Always double-check URLs before entering your login or payment details.
e Avoid public Wi-Fi when shopping or accessing sensitive accounts.

e Use strong, unique passwords for each online service.

8. CONTACT US
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For questions or to report suspicious activity, contact:
@ ayesha@11essentials.com
© Eleven Essentials DBA Anias Closet LLC

www.11essentials.com


http://www.11essentials.com/

